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OWASRP loT Top 10

1. Weak, Guessable, or Hardcoded Passwords
« Hard Code Everything
2. Insecure Network Services
o Ecosystem services are vulnerable?
3. Insecure Ecosystem Interfaces
o Account Lockout?
o Credentials Exposed in Network Traffic
4. Lack of Secure Update Mechanism
o More info in the clear & OTA




OWASRP loT Top 10 Cont.

5. Insecure or Outdated Components
o Supply Chain Risk Management

6. Insufficient Privacy Protection
o« GDPR for loT?

7. Insecure Data Transfer & Storage
o More info in the clear




OWASP IoT Top 10 Cont.

8. Insufficient Security Configurability
o Lack of Password Security Options
« Security Monitoring & Logging?
9. Insecure Software/Firmware
« Encryption Not Used to Fetch Updates
o Update File not Encrypted
« Update Not Verified before Upload
10. Poor Physical Security
« USB
o SPI
o JTAG




-1 Protection Ring in loT*

Least privileged

_ . Most privileged
Device drivers

Device drivers

Applications *Not an Official Term



Software Defined Radio & FCC ID

‘Some everyday uses of the radio frequency spectrum

\/
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Amplitude

Amplitude

Amplitude

: T 328P_119

o Vertical distance between crests
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Frequency, Cycles, and Hertz

\/v 2 cycles per sec. =2 Hz
>

W\/\/ 4 cycles per sec. =4 Hz

VWM/ 7 cycles per sec. = 7 Hz

1 Sec.
« The frequency determines how often a signal is seen
o 1 cycle per second = 1 Hertz

328P_118
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Modulation

DigitaIData B O [y 1 BN 1 RO O BUN 1 BN

Amplitude WU\]_{UL U ‘,

Shift keying

Frequency
Shift keying

Phase
Shift keying



Digital Modulation

| : Doors, Bells, ‘
On Off Keying Lights, Keys

iqi requency |
I\/IoDdlglliilon Shift Gaussian FSK
. Keying(FSK)

BLE , ZWave

Zigbee

i

Keying(PSK) [N o5\ (0GPSK)



loT Networks

@b Gateway Node
2 ) SensorNode wi routing
o  Sensor Node
9
Ad-hoc Data Routes
«+— Sensor Data

—p= Control Data
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IEEE 802.15.4 & ZigBee

@ ZigBee Alliance

Application | Customer
API I — “the software”
Security ZigBee — Network, Security
32- / 64- / 128-bit encryption Alliance . ’ )
l & Application
Network layers
Star / Mesh / Cluster-Tree T

|IEEE 802.15.4
802.15.4 — “the hardware”

- 1 _ Physical & Media
Access Control

[Silicon [_| Stack [ ] App layers

Source: http://www.zigbee.org/resources/documents/IWAS_presentation_Mar04_Designing_with_802154_and_zigbee.ppt



Z-WAVE

/—Wave Protocol Stack

Application Device specific commands & parameters

— Encryption, Anti-replay and MAC

32-bit Home ID - eon Network

Network 8-bits NodeID | °P20gY Discovery
Automatic Healing

Error Detection & Retransmission
Acknowledgment

. 868.42 (EU) / 908.42 (US) MHz
Physical 9.6/40/100 Kbps




Z-WAVE Packet

PHY Frame

Preamble SoF MAC Data Frame (variable length) EoF

Singlecast HomeID | SourceID | Frame Ctrl. | Length | Dest. ID Checksum
MAC Frame

ll:\:)a%ligation - Command Class | Command | Param, | Param, SS Param ,
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LF - 125-134
KHZz

HF - 13.56 MHz

UHF - 433 MHz
& 856-960 MHz




Bluetooth Cross Compatibility

nﬁg Ny 4\"5

€ Bluetooth «——> €JBluetooth +—> EBIuetos%l}'

SMART READY
- 0] 3 L
Wireless devices Devices that Sensor devices sending
streaming rich content connect small bits of data,

like video and audio with both using very litlle energy
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BLE Application

Printer 9 Bluetooth Blue
Oo[h'

% y
?s ff’eémin

Mouse @ Pe npherals ) Audio/ o

) Hands-free
9 Bluetooth Other SmartHome  Beacon
low energy Products \\\ Healthcare
&7~ * /ff' -
RF remote @3‘5 /é
controller Portable Sports & Fitness /1 Health Weight

accessmy Industnal Scale

( Thermometer %
~ Digital
\C/ldeo et Hartarate Monitor
amera Blood \ Glucose meter
Pressure

. \/ watch ‘Pedometer



BLE - (Adaptive) Frequency Hopping

m When in a data connection, a frequency hopping algorithm is used
to cycle through the data channels

m Access Addresses to avoid collisions

N
2480MHz

Frequency

2a02MHz |

Link 1 Link 2 Link 3



BLE Stack

Application

i . Generic Attribute Protocol
Generic Access Profile (GAP) (GATT)
Security Manager (SMP) Attribute Protocol (ATT) Host

Logical Link Control & Adaptation Protocol
(L2CAP)

Link Layer (LL)
Controller

Physical Layer (PHY)
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GATT Example

GATT Heart Rate Service
S ]
1 Service :
: Declaration 0x8000 SERVICE (0x2800) 0x180D m :
I 1
| 1
| | Characteristic i ]
11 Declaration 0x8001 CHAR (0x2803) NOT|0x8002|HRM READ '
1 1 11
L “Heart Rate 11
L » 11
1 1
VT e T i ]
: : : Descriptor 0x8003 CCCD (0x2902) 0x0001 READ/WRITE : : 1

1 111
1
| ] e e e e e e e e e e e ————————— '
: e A A A A A A 4 :
| o o e e e e e e e e e e o e e e e e e e e e o o o o o o o o o o o o S o o S = 1
: | Characteristic r
Pl Declaration 0x8004 CHAR (0x2803)  ReaD [
I
: : “Body Sensor : :
. . 1 1
P Location Value 0x8005 BSL (0x2A38) m READ i
1
e
I 1
| o m——— e e e e e e e e e e = )
1 : Characteristic : 1
: : Declaration 0x8006 CHAR (0x2803) WR|0x8007|HRC READ : :
: ] “Heart Rate -
I H L]
o Control Point Value 0x8007 HRC (0x2A39) m WRITE i
1 11
I
I L ------------------------------------------------------------------------------- I :
b e e e e e e e e o e e e e -




loT Pen Testing Tools & Examples

THE 10T HAS BEEN
WITHOUT INCIDENT FOR

DAYS




loT Penetration Testing




loT Testing Roadmap Example

IOT SME » Technical

Discovery

ID Attack EXeV/XS:)
Surface loT Top

Technical « Intelligence

: Gathering
Testing « Exploitation

Vulnerability
Ranking

Reporting
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loT Setup

Laptop — USE LINUX
= Preferably a dual boot or dedicated machine

OS/Software Hardware
= Ubuntu LTS HackRF
- Most common BladeRF
= Kali Linux Yardstick One

- apt-get install kali-linux-all
Universal Radio Hacker
GNU Radio

Atmel RZ RAVEN
Ubertooth One
Proxmark3 Dev Kit
Arduino Nano

= Blue hydra
= Bettercap Every cable and adapter you
- KillerBee can think of
. = PC Repair and Build Kit
= Binwalk

= Misc

* Firmadyne = A patient wife

= APKtool
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Access Control Systems

O 8600 _ @
é @

Connect to Computer

via TCP/IP I @
Power Supply
&

Backup Battery Access Management Software or
Internet Browser
VAB-W1 0
Web-Based Enable
Controller

In Out Emergency
Reader Reader Breakglass

28




CCTV System

m The real time streaming protocol “RTSP” uses port 554 to connect via
TCP

m Locating cameras:

. #nmap —p554 192.168.1.1/24

VA RS sl : “ .oEE

s A e /7192 168\, 152/@d//nput/h§"“64,_:
ooy 7 :"" ¥ ot Yy e LR '\";‘-‘Z-:: :

e Qi
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Access Panel Discovery

Interface: |192.168.1.200 | Show: |Controllers Only |
» UID | 1P Address | Type | Method | Is Locked |
Missing UID at 192.16... 192.168.1.40 Controller Static Locked

lUpdate time is 200 milliseconds

IP Address Method: | ~|
IP Address: |
Netmask: |
Gateway: |

[V Auto Discover NC (multicast)
NC IP Address: |
Save Cancel
A

30



APl Interaction

4425 i it-88FC
SampleExportHeaderFile_export ©)

[

D]

H - @ = SampleExportHeaderFile_export - Excel «? B - 0O X
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW ADD-INS TEAM Sign in
= X Cut _ B e w == ». = F ) = & @ > AutoSum ~ A
! D B8 Copy - Calibri |11 A A = ¥ =¢ Wrap Text General ) dA -~ @‘l %' lEE Eé:x ! i SZY& F[‘di;
W Sromatpante B L U E O Ay SE= EE EMegetiCenter - § -9 [ 8 Condtom) Fubetas O8It D PO g Clear puer s
Clipboard F] Font [F] Alignment [ Number [F] Styles Cells Editing ~
R19 v f v
A B C D E F G H J[4]
1 |APICommand EncodedNuml HotStampNuml CardFormatl EncodedNum2 HotStampNum2 CardFormat2 AccessLevell AccessLevel2 Perso
2 !
3 3372487 3372487 AMAG 37 Bit Card 15013059 15013059 AMAG 37BitCard  ALL DOORS - Office Access - Always Front Entrance Disarm Alarm Always 3
4 59704 59704 Wiegand26_FC11 5814 5814 Wiegand26_FC11  ALLDOORS - Office Access - Always Front Entrance Disarm Alarm Always 6
5 9659 9659 Wiegand26_FC11 Employee Access 6:30 - 7:30 M-F 10
6 4416 4416 Weigand 26Bit-88FC ALL DOORS - Office Access - Always Front Entrance Disarm Alarm Always 1
7 25329 25329 Wiegand26_FC11 Employee Access 6:30 - 7:30 M-F _14
8 4421 4421 Weigand 26Bit-88FC 14701 14701 Wiegand26_FC1 Employee Access 6:30 - 7:30 M-F _15
9 2772632 2772632 AMAG 37 Bit Card 40193 40193 26Bit - 6FC ALL DOORS - Office Access - Always Front Entrance Disarm Alarm Always 17
10 2772634 2772634 AMAG 37 Bit Card 4111 4411 Weigand 26Bit-83FC ALL DOORS - ALWAYS (no offices) Access Only  Front Entrance Disarm Alarm Always _20
1 4414 4414 Weigand 26Bit-88FC ALL DOORS - ALWAYS (no offices) Access Only  Front Entrance Disarm Alarm Always 33
12 4413 4413 Weigand 26Bit-88FC 10097 10097 Wiegand26_FC1 ALL DOORS - ALWAYS (no offices) Access Only _45
13 4419 4419 Weigand 26Bit-88FC Employee Access 6:30 - 7:30 M-F Warehouse Disarm Alarm Always 55 |
14 4420 4420 Weigand 26Bit-88FC Employee Access 6:30 - 7:30 M-F _58
15 4417 4417 Weigand 26Bit-88FC Employee Access 6:30 - 7:30 M-F 59
16 4424 4424 Weigand 26Bit-88FC Employee Access 6:30 - 7:30 M-F _61
17 4412 4412 Weigand 26Bit-88FC Employee Access 6:30 - 7:30 M-F _62
18 51688 7172 Wiegand26_FC11 4423 4423 Weigand 26Bit-88FC ALL DOORS - Office Access - Always ALL DOORS - ALWAYS (no offices) Access Only 63
19] 4410 4410 Weigand 26Bit-88FC ALL DOORS - ALWAYS (no offices) Access Only  Front Entrance Disarm Alarm Always _64
20 4651866 4651866 AMAG 37 Bit Card 4415 4415 Weigand 26Bit-88FC Employee Access 6:30 - 7:30 M-F _65
21 40293 40293 Wiegand26_FC11 Employee Access 6:30 - 7:30 M-F _66
22 Employee Access 6:30 - 7:30 M-F 67
23 33229 98765 Wiegand26_FC11 ALL DOORS - Office Access - Always _68
24 69
251 4425 Emplovee Access 6:30 - 7:30 M-F 70 |~




API Interaction

m There are three major fields analyzed :
o« EncodedNum, Card Format, and the Access Levels

- B ( D E F 6 H

|

APICommand PersoniD FirstName LastName  EncodedNuml CardFormatl  Accesslevell Accesslevel?
AddPerson 4500 |-Hacked YourSystem 277726234 AMAG 37 Bit Card ALLDOOR - Office Access Always  Front Entracne Disarm Alarm Always

32



loT On-Boarding

1. loT Device Creates Wi-Fi Network
2. PC or Tablet joins open AP
3. loT device is then registered to connect to the local Wi-Fi

yuko@firenation: ~/tools/net-creds 000

File Edit View Search Terminal Help
[192.168.1.128:52364 > 192.168.1.250:80] HTTP username: username=libertyunix88%40gmail *

.com
[192.168.1.128:52364 > 192.168.1.250:80] HTTP password: pwd=reallybadpw

[192.168.1.128] POST load: submit flag=register&new username=libertyunix88%40gmail.com&
new pwd=reallybadpw&verify pwd=reallyba...

33



Fun with GNU Radio

Socket PDU Socket PDU
Type: TCP Server Type: TCP Server
e[| Host0000 [T [l Hostoooo [}
Port: 52004 Port: 52006
MTU: 10k MTU: 10k

U i U IS |

osmocom Source 1 IEEEB02.15.4 MAC i
Device Arguments: freesph3 | D Debug: Enable D"‘ .
Sample Rate (sps): 4M !
Ch0: Frequency (Hz): 2.42G I
ChO: Freq. Corr. (ppm): 0 :

Ch0: DC Offset Mode: Off » i
Ch0: IQ Balance Mode: Off i

A osmocom Sink
: Device Arguments: freesm i3
! Packet Pad Sample Rate (sps): 4M
! Debug: Disable
I
I
I

e ChO: Frequency (Hz): 2.42G
Delay: Disable i ]
Delay Sec: 1m I——b-ICM-Frequn.bpm).o

ChO: Gain Mode: Manual I IEEEB02.15.4 OQPSK PHY Pad Front: 1.024k % feﬁn(g);-:on
Ch0: RF Gain (dB): 60 O -- Pad Tail- 1.024k S
Ch0: BB Gain (dB): 0 - )
Ch0: Bandwidth (Hz): 4M WX Soaphor sink
Center Frequency (Hz): 2.42G .
] | Span (Hz): 4M WX fosphor sink
Grid Position: 1,0, 1, 1 ] Cfs:nbfmmy (Hz): 0
Grid Position: 1,1, 1, 1
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Zigbee “Smart” Home

file Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help

(ni0 |BREQe22TiISEQQQE
I]Ap)l‘,'adﬁplay‘ fiter ... <Cirl-/> £ -| bresson.. +
. Tine Source Destination Protocol  Length Info Al| ) Frame 1: 12 bytes on wire (96 bits), 12 bytes captured (96 bits) on interface @
1 9.000000 ox4627 Pxe969 IEEE 8. 12 Data Request v IEEE 882.15.4 Command, Dst: @xe969, Src: @x4627
2 0.000360 TEEE 8. 5 Ack v Frame Control Field: @x8863, Frame Type: Command, Acknowledge Request, PAN ID Compression, Destination Addressing Mode: Short/16-b
30.34769%  0x0000 Broadcast ZigBee 58 Command, Dst: Broadcast, Src: €x06Q core venwen B1L = Frame Type: Comand (6:3)
42308873 Bxe%69 Broadcast Zighee 50 Comand, Dst: Broadcast, Src: Bxe%69 | || e e e 0... = Security Enabled: False
52.409283  0x7%b 0xe969 IEEE 8. 12 Data Request vere ene o = Frame Pending: False
6 2.409634 TEEE 8. 5 Ak voee ol oons = Acknowledge Request: True
745385 Oxd627 0x0000 Ziglee 69 Data, Dst: @x800, Src: 8xd627 coeewennodi s = PAUTD Compression: True
8 4.533157 LA, Wi ... TR = Sequence Number Suppression: False
9 4,539029 0x4627 Bx0000 TigBee 69 Data, Dst: @x@000, Src: @x4627 were 0@ wois oun = Infornation Elements Present: False
10 4.539245 IEEE 8. 5Ack oo 10, ..o Lo, = Destination Addressing Mode: Short/16-bit (6x2)
1450485 w627 20000 Zighee 69 Data, Dst: @x0090, Src: Oxd627 <8 ... oo . = Frame Version: TEEE Std 802.15.4-2083 (0)
12 4.542707 IEEE 8. 5 Ak 10.. v vovr won. = Source Addressing Mode: Short/16-bit (@x2)
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Sniffing BLE

hejoker@FunHouse:~$
A btlejack -s
BtleJack version 1.3

[i] Enumerating existing connections ...
[ - 98 dBm] 0x50656b27 | pkts: 1
[ - 98 dBm] 0x50656b27 | pkts: 2

Info » Frame 451413: 45 bytes on wire (360 bits), 45 bytes captured (360 bits)
UnknownDirection Write Command, Handle: 0x000e (Unknown) » PPI version 0, 24 bytes )

Empty PDU DLT: 147, Payload: btlg (Bluetooth Low Energy Link Layer)
UnknownDirection Write Command, Handle: 0x000e (Unknown) - Bluetooth Low Energy Link Layer

UnknownDirection Handle Value Notification, Handle: ©0x000b (Unknown) Access Address: 0xaf9a9213

UnknownDirection Write Command, Handle: ©x@0@e (Unknown) [Master Address: 7f:f8:d8:4d:24:f7 (7f:f8:d8:4d:24:17)]

Empty PDU [Slave Address: cc:54:c4:b1:14:39 (cc:54:c4:b1:14:39)]

Empty PDU » Data Header: 0x0coOf

Empty PDU Control Opcode: LL_CONNECTION_UPDATE_REQ (0x00)

Empty PDU w;ndow Size: 3

Empty PDU Window Offset: 22

Empty PDU Interval: 24

Empty PDU Lgtency: 0

Empty PDU
Empty PDU Instant: 158

Empty PDU - CRC: 0x16045b .
Empty PDU - [Expert Info (Note/Checksum): CRC unchecked, not all data available
Empty PDU [CRC unchecked, not all data available]

Empty PDU [Severity level: Note]

Control Opcode: LL_CONNECTION_UPDATE_REQ [Group: Checksum]

Connection Parameter Update Response (Accepted)
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Sniffing BLE

Info

UnknownDirection Write Command, Handle: 0x000e (Unknown)
Empty PDU

UnknownDirection Write Command, Handle: 0x000e (Unknown)
UnknownDirection Handle Value Notification, Handle: 0x000b (Unknown)
UnknownDirection Write Command, Handle: 0x000e (Unknown)
Empty PDU

Empty PDU

Empty PDU

Empty PDU

Empty PDU

Empty PDU

Empty PDU

Empty PDU

Empty PDU

Empty PDU

Empty PDU

Empty PDU

Empty PDU

Control Opcode: LL_CONNECTION_UPDATE_REQ

Connection Parameter Update Response (Accepted)

»

» Frame 451413: 45 bytes on wire (360 bits), 45 bytes captured (360 bits)
» PPI version 0, 24 bytes
DLT: 147, Payload: btle (Bluetooth Low Energy Link Layer)
- Bluetooth Low Energy Link Layer
Access Address: 0xaf9a9213
[Master Address: 7f:f8:d8:4d:24:f7 (7f:f8:d8:4d:24:f7)]
[Slave Address: cc:54:c4:b1:14:39 (cc:54:c4:b1:14:39)]
» Data Header: Ox0cOf
Control Opcode: LL_CONNECTION_UPDATE_REQ (0x00)
Window Size: 3
Window Offset: 22
Interval: 24
Latency: 0
Instant: 158
-~ CRC: 0x16045b
- [Expert Info (Note/Checksum): CRC unchecked, not all data available
[CRC unchecked, not all data available]
[Severity level: Note]
[Group: Checksum]
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Exploring Services with Bettercap

zuko@Firenation: ~ - o x

File Edit View Search Terminal Help
@ Connecting to ca:ca:ae:b7:5e:0f ...
@ Enumerating all the things ....
[ I I
| Handles | Service > Charac;:eristics Properties | Data
I 1 | I

I
| 001 -> 0009 | Generic Access ( 00001800-0000-1000-8000-00805f9b34fb ) |
| 0003 |  Device Name ( é0002a00-0000-1000-8000-00805f9b34fb ) READ | u'Tile’
| 0005 |  Appearance ( 0&002a01-0000-1000-8000-00805f9b34fb ) READ
| 0007 |  Peripheral Prilacy Flag ( 00002a02-0000-1000-8000-00805f9b34fb ) READ WRITE
| 0009 |  Peripheral Pre‘l:’erred Connection Parameters ( 00002a04-0000-1000-8000-00805f9b34fb ) | READ | : 8 -> 16
| ‘ | | HC)
| | | | : 100
| | | |
| 000c -> 000f | Generic Attribute ( 00001801-0000-1000-8000-00805f9b34fb ) |
| eo0e |  Service Change+ ( 00002a05-0000-1000-8000-00805F9b34fb ) READ INDICATE |
| | | |
| 0016 -> 0018 | Device Information ( 0000180a-0000-1000-8000-00805F9b34fb ) |
| 0012 |  Software Revislon String ( 00002a28-0000-1000-8000-00805f9b34fb ) READ | u'01.18.12.0"
| 0014 | Model Number Slring ( 00002a24-0000-1000-8000-00805F9b34fb ) READ | u'Tile 03.00'
| 0016 |  Hardware Revislon String ( 00002a27-0000-1000-8000-00805f9b34fb ) READ | u'e4.00'
| 0018 |  Firmware Revislon String ( 00002a26-0000-1000-8000-00805F9b34fb ) READ | u'01.18.12.0"

0019 -> 002b | feed ( OOOOfeed-(i)OOO-1000-8000-00805f9b34fb )



Extracting Sensitive Data

» Frame 17086: 17 bytes on wire (136 bits), 17 bytes captured (136 bits)
v Bluetooth
[Source: Motorola_b9:d6:ef (a4:70:d6:b9:d6:ef)]
[Destination: TexasIns_d6:da:dd (20:c3:8f:d6:da:dd)]
v Bluetooth HCI H4
[Direction: Sent (©0x00)]
HCI Packet Type: ACL Data (0x082)
» Bluetooth HCI ACL Packet
v Bluetooth L2CAP Protocol
Length: 8
CID: Attribute Protocol (©x0004)
v Bluetooth Attribute Protocol
» Opcode: Write Request (0x12)
» Handle: 0x002d (Unknown: Unknown)
Value: 0012345678
[Response in Frame: 17089]
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Exploiting BLE

» Frame 17102: 13 bytes on wire (104 bits), 13 bytes captured (104 bits)
v Bluetooth
[Source: Motorola_b9:d6:ef (a4:70:d6:b9:d6:ef)]
[Destination: TexasIns_d6:da:dd (20:c3:8f:d6:da:dd)]
v Bluetooth HCI H4
[Direction: Sent (Ox00)]
HCI Packet Type: ACL Data (©0x02)
» Bluetooth HCI ACL Packet
v Bluetooth L2CAP Protocol
Length: 4
CID: Attribute Protocol (©x0004)
v Bluetooth Attribute Protocol
» Opcode: Write Request (©0x12)
» Handle: ©x0037 (Unknown: Unknown)
Value: 01
[Response in Frame: 17105]
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Exploiting BLE

Ame

>

ARD0OX G006 2o

JILE)> commect 29:C3:0¢:98:0-00
Attempting to commect teo 20:03:8F :D6:DA-0D
Connection successful

[20:03:8F:D6:DA:00] [LE]> char-of



Binwalk

root@kali: ~/iot/firmware

File Edit View Search Terminal Help
:~/1ot/firmware# binwalk -e Dlink firmware.bin

DECIMAL HEXADECIMAL DESCRIPTION

uImage header, header size: 64 bytes, header CRC: Ox7FE9E826,

created: 2010-11-23 11:58:41, image size: 878029 bytes, Data Address: 0x80000000, Entry Po
int: 0x802B5000, data CRC: Ox7C3CAE85, 0S: Linux, CPU: MIPS, image type: 0S Kernel Image, C
ompression type: 1lzma, image name: "Linux Kernel Image"

160 OXAO LZMA compressed data, properties: 0x5D, dictionary size: 3355
4432 bytes, uncompressed size: 2956312 bytes
917600 OXEO060 PackImg section delimiter tag, little endian size: 7348736 by
tes; big endian size: 2256896 bytes
917632 OxXEOO80 Squashfs filesystem, little endian, non-standard signature, v
ersion 3.0, size: 2256151 bytes, 1119 inodes, blocksize: 65536 bytes, created: 2010-11-23 1
1:58:47

:~/1o0t/firmware# I




= An automated and scalable system for
performing emulation and dynamic analysis of
Linux-based embedded firmware

m [t includes the following components:

« Modified kernels (MIPS,ARM)
instrumentation of firmware execution

« Ability to emulate a hardware NVRAM
peripheral

o An extractor to extract a filesystem and
kernel

o A small console application to spawn an
additional shell for debugging
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Firmadyne

Setup - Mozilla Firefox

gemu: terminating on signal 2 from pid 3334
Querying database for architecture... mipsel
Running firmware 1: terminating after 60 secs...
Inferring network...

Interfaces: [('bro', '192.168.0.1")

Done!

€ © 192.168.1.1

Firmware Version : 4.00.7

Wireless-G Broadband Router WRT54G

Running the firmware finally : Wisess  securty A ARG iiion st
WARNING: Could not open /proc/net/vlan/config. Maybe you need to load the 8021q module, or maybe you a : DoNS | WACAGessCone | AdnoedRoutn
ng PROCFS??

Creating TAP device tapl...
Set 'tapl' persistent and owned by uid 0 mony
Initializing VLAN... (mauiedbysomelgry | FoserName: | WRTSAG e e
Added VLAN with VID == 0 to IF -:tapl:- HostName name proidd b your (5P
Bringing up TAP device... JR— Domin Name : Ererhe
Adding route to 192.168.0.1... W Bl
Starting emulation of firmware... Done! sz

The emulated firmware may not be accessible while booting. Local I Address : Ths s he
Press any key to destroy the network and shutdown emulation. [ S
Deleting route... et
Bringing down TAP device...

. S— Automatic Configuration -
Internet Connection Type Automatic Configuration - DHCP ~ IDHCP : This setting is most
commonly used by Cable:

Router IP Local IP Address 2 J ‘Subnet Mask : This s the.
subnet mask of the router.

; Network Address DHCP Server : Alows the:
Rem0v1ng VLAN... Server Settings (DHCP) oncpsener: @ gnapie () pisable fouter to manage your IP
Starting [P 182.168.1, addresses.

Removed VLAN -:tapl.0:- Addres

Maximum Number Starting IP Address : The

Deleting TAP device tapl... Set 'tapl' nonpersistent of DHCP Users adies o wouk e st

Cient Lease Time minutes (0 means one day)

|
Done Static ONS 1 Maximum number of DHCP
Users : You may imi the
Static DNS 2 number of addresses your
router hands out.
More...

Static NS 3

[oit@ubuntu] [15:18] Wi
e i

Time Settina Time 7one 0 "
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Hard Coded Passwords

root@kali: /mnt/hafs/Dropbox/workbench/iot/firmware/ . Dlink.-firmware.bin.extracted/squashfs-root/etc/scripts/misc

Flle Edt View Search Terminal Help

+/mnt/hgfs/Dropbox/workbench/1ot Tlanle Dlink firmware.bin.extracted/squashfs-root/etc/scripts# cd misc/
:/nnt/hgfs/Dropbox/workbench/1ot/firmware/ Dlink firmware.bin.extracted/squashfs-root/etc/scripts/misc# 1s
defnodes.sh freset.sh haltdemand.sh lreboot.sh preupgrade.sh profile.sh setwantype.sh telnetd.sh ver.sh
:/mnt/hgfs/Dropbox/workbench/iot/firnware/ Dlink firmware.bin.extracted/squashfs-root/etc/scripts/misc# cat telnetd.sh
#1/bin/sh
1mage sign= cat /etc/config/image sign
TELNETD= rqdb - /sys/telnetd
1f [ "$TELNETD" = "true" ]; then
echo "Start telnetd ..." > /dev/console
1f [ -f "/usr/sbin/login" ]; then
1f="rgdb -1 -g /runtime/layout/lanif
telnetd -1 "/usr/sbin/login" -u Alphanetworks:$image sign -1 $1f &

else
telnetd & v
' 4
. ALTHETHIY GS
./nnt/hgfs/Dropbox/workbench/1ot/firmware/ Dlink firmware.bin.extracted/squashfs-root/etc/scripts/misc# cat oof Dif
config/ defnodes/ init.d/ netsniper/ RT30507AP71T1R7V170.bin scripts/ t

: /nnt/hgfs/Drophox/workbench/iot/firmware/ Dlink_firmware.bin.extracted/squashfs-root/etc/scripts/misc# cat ../../config/inage sign
wrgn23 dlwbr dir30eb



root@kali: ~/iot

File Edit View Search Terminal Help
r ali:~/1ot# apktool d wifi.apk

I: U51ng Apktool 2.3.0-dirty on wifi.apk

I: Loading resource table..

I: Decoding AndroidManifest. xml with resources.

I: Loading resource table from file: /root/. 1oca1/share/apktool/framework/l apk
I: Regular manifest package..

I: Decoding file-resources.

I: Decoding values */* XMLs

I: Baksmaling classes.dex..

I: Copying assets and llbs

I: Copying unknown files..

I Copylng original flles

{ 1L1: ~/1ot#|:|



Locating Keys

3 beta 540 B 539 B
P release 538 B 538 B
v dev 5398B 538 B
| services.json 5398 538 B 0%

> debug 539 B 538 B
| build-data.properties 514 B 514 8B
> junit 3978 397 8B
firmware-capabilities.xsd 348 8B 348 B
scene.xsd 3058 3058
device-factory.xsd 291B 291B

{

}

]
|
{
}
]
{
{
}
[]
!

Jaso|dx3 a4 aoinaQ

:Messages % TODO & Event Log



Automotive Security

Automobile Attack Surfaces

DSRB-Based
Airbag ECU USB Receiver (V2X)

Bluetooth Remote Key

Remote Link

Smartphone Type App

Passive
Keyless Entry

Vehicle Access ADAS System

System ECU ECU TPMS
Steering and Engine and Lighting System
Braking ECU Transmission ECU (Interior

ECU and Exterior)



Bypassing Rolling Codes

3 ___________________________________
$This sectio eals with rolljammin 0
i
#Does all the £ e AM
def waitJam():
d.makePktFLEN(15)
while not keystop():
try:
d.RFrecv(l)
except ChipconUsbTimeoutException:
print(’ ") A
break v A
while not keystop(): q-\-f L.‘I‘ g"v\-‘\d\"tf"‘-'f Wl 4 L
try:
val, crap = d.RFfrecv(l)
- if val = "":
d.setModeTX()
time.sleep(l)
= if val.encode("hex")[0] != '7'
print("Sorry. Bad data packet")
print(val.encode("hex"))
d.setModeRX ()
d.makePktFLEN(28)
cont = 'false
3 return cont
= else:
val = pad(val.encode("hex") + 'dz4daf934d349%6dbeobA%D4
I return val

except ChipconUsbTimeoutException:
pass

.

\all .
v l‘*\-ﬂ« 1‘-‘-'1|j'k"\1"{“1&'\1"""\
My

Receive

Window

s T —




Bypassing Rolling Codes




Vapor Trail —Data Exfiltration Tool of Tomorrow

'DATA EXFILTRATIoN Tool
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